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Jboss encryption module and web frontend for TIM

TIM encoder uses a Jboss module for encryption and to validate keys. The encryption is used e.qg. for
database connections and third-party applications within the configuration files in order to hide
sensitive information like usernames and passwords from plain sight.

To use this module the following steps need to be done:

1. Add the encoder.war of the TIM Encryption Webarchive
2. Modiy the standalone-tim.xml

3. Generating a java key with web-interface or console

4. Use encryption with TIM

Add the encoder.war of the TIM Encryption Webarchive

To enable TIM to encrypt usernames and passwords and to use those encrypted values insert the
encoder.war to the standalone\deployments folder in your %JBOSS HOME% e.g. C:\tim\jboss-
eap-7.1\standalone\deployments. Upon JBoss startup it will deploy automatically.

Modify the standalone-tim.xml

subsystem xmlns="urn:jboss:domain:datasoorces:1,32"

jay fasoriaPortalDB" | =" doorl afortalDB” nabl =" L CeRT=E" Craa" =" T

ton-url>jdbe: sglaerver: fflocalhoat: 1433 ;databaseNane=taat ;< CORBASTLON-0EL
erraglaerverc /driver

min=-pocl=-3ize>20<,/ min-pool-3128
max-pocl-3izex150</ max-pool-aize

ctilon-sgl>SELECT 1</cC
*tromed/validate—on-match,

ralil n>falses/backgr
-fast-failsfalme /use-famc-£fail>
/validation

standalone.xml are made accordingly. In your subsystem datasource below your database implemet:

<security>
<security-domain>secDomDS</security-domain>
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</security>

as can be seen in the first screenshot.

In the subsystem security add:

<security-domain name="secDomDS" cache-type="default">
<authentication>
<login-module
code="org.picketbox.datasource.security.TimSecureldentitylLoginModule"
flag="required">
<module-option name="username" value="$enc$c5507593f47122e"/>
<module-option name="password"
value="%$enc$-3c3702fd5f714bd0045dcdcdd12584c8" />
</login-module>
</authentication>
</security-domain>

as can be seen in the screenshot below.
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Generating a java key with web-interface or console

There are two ways to encrypt your credentials. Either with the web-interface or with via the console.

The module can be called via the web-interface e.g. http://your_tim_url:port/encoder/ . In oder to
encrypt a secret insert use the text field and hit the encrypt secret button. To validate a encrypted
secret past the secret in the correct text field and hit the validate encrypted secret button. This
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method can as well be used to encrypt any secret in e.g tim.properties or dashboard.properties.

ENCTYDIRG SeCran Sanci-bc3d547TdlchTcS0addTRITTd95361
Encrypt Secret

Valldate encrypted Secral

Auf localhostB0A0 wird Folgendes angezeigt

Encrypied Secred Senci-beId5d TTdBcbT oS0 addT BT T 95361
Encrypt Secrat

Valldate encrypted Secret

To encode your credentials via console use the following commands:
to generate a key:

java -cp modules/system/layers/base/org/picketbox/main/tim-encoder -
module.jar:modules/system/layers/base/org/picketbox/main/picketbox-4.1.1.Fin
al-redhat-1.jar
org.picketbox.datasource.security.TimSecurelIdentityLoginModule '123'

to validate password-key combination:

java -cp modules/system/layers/base/org/picketbox/main/tim-encoder -
module.jar:modules/system/layers/base/org/picketbox/main/picketbox-4.1.1.Fin
al-redhat-1.jar
org.picketbox.datasource.security.TimSecureldentityLoginModule '123'

'$enc$b530c41fe274111"'

to validate the key:

java -cp modules/system/layers/base/org/picketbox/main/tim-encoder-
module.jar:modules/system/layers/base/org/picketbox/main/picketbox-4.1.1.Fin
al-redhat-1.jar
org.picketbox.datasource.security.TimSecureldentityLoginModule ''
‘$enc$b530c41fe274111"
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TIM Properties

In tim.properties credentials can be encrpyted with the encoder or the console and replace plain text
usernames and passwords. As an example the image shows setting and editing the superuser and
client-administrator passwords:

$Default init password
initpass-super-admin=5encST8T75f8726cled2cT
initpass-super-sys.support==5Senci-66cZcacaflZbadcs
initpass-x-admin=5encfe6ckh4a689caiTasT
initpass-®x-sys.support=5encs-37fa8d4f2b51e0co
initpass-x-others=Sencieec2f555069f3cal

E-Mail Configuration

In the properties of the client unter the category mail server are the paramters SmtpUser and
SmtpPassword.
These credentials can be encrypted accordingly to the methods above and as shown in the example.

r—Mailserver

DetaultEmail gsi@tim-bpm de

Notify on error Errariail

S mail tim-bpm. de @ A test email was senl 1o you please check your email acoount

SmitpPort 25

Start TLS ]
Disposition notification te

Smip requires auth. El

Smipliser Senci-TaeaflcaZ180379¢

SmipPassword

Maximum attachment size in MB

Send test e-mail

—Client
Default languagse English (GB)

Actionhandler
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Actionhandler like HTTPRequestHandler or RunSqlScriptHandler use credentials that can be encrypted
by said methods. The example shows the RunSqlScriptHandler where ${user} and ${pass} are
passed on encrypted via smartform:

dbcal|
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Timer

Just like actionhandler TIM can encrypt nessesary credentials for timer as well and hide them from
plain text. The example shows the Timer signalByMailReply:

Administration

Administration | User = Context-roles | Scheduledjobs ¥ = Mail queue | Costcenters

Max.
Timer name Webservice name Webservice methode Parameter Intervall Status  Last execution
recursion ursion

@ Create timed cal
ime g ime ion Activity 15,100 1s 1 o - 25/06/2018, 0443 {3

as@tim-bpm.de, Sencs- ,143,192.168.1.10, TNR-4273 SignalByMailReply,*
(Walt4)-* false helper nein:nein jaja, (Wait4?)Antwort: 25

10m 1 0 - 00/042018, 0948 (3

SignalByMailReply
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